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Uto Takoe Red Hat Identity Manager?

OnpepgeneHue (NpoaykT)

e CosgaHve gpoMeHa Ha ocHoBe 1 noa KoHTporiem Red Hat Enterprise Linux
o  KnueHtckne mawmHbl Tonbko Ha 6a3ze OC Linux n Unix
o He TpebyeT gononHuTenbHOM NoANUckM (BKNOYEH B cocTaB nognuckm Ha RHEL)
e (ObecneyeHne LEHTPANM30BaHHOIO XpaHeHUs NOeHTUPUKaALMOHHON NHOPMaLINN U
nonuTtuk (aHanor Active Directory)
e EAMHbIN HAOOP MHCTPYMEHTOB, CBSA3bIBAIOLLMNIA CYLLECTBYHOLLME NPOTOKONMbI U

npunoxexua B cpene OC Linux

Q. redhat



Uto Takoe Red Hat Identity Manager?

UcTopusa pasButus

FreelPA v2 FreelPA v4
- nepepaboTaHHbIN HTEPdENC - 2FA Kerberos Authentication
- Machine and Service Identity - DNS Master and Forward Zones
-  HBAC - DNSSEC Support
- DNS (Bind) - aBTonpumeHeHue npasun SUDO
2014
2008 2012 2017
FreelPA v1 FreelPA v3 FreelPA v4.6.1
IdM ans okpyxenwnst Unix\Linux - WHTerpauns ¢ AD Red Hat IdM = FreelPA 4.5.0

- Dogtag CA
- obHoBneHue c 2.2
- BkntoyvyeH B RHEL 6.4

KNMeHTCKasi U cepBepHas 4YacTb
nonb3oBaTenu, rpynnbl
naponu LDAP\Kerberos

n»a free|PA - Upstream-npoekT ( https://www.freeipa.org/page/Downloads )

M“NT ‘ redhat
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https://www.freeipa.org/page/Downloads

Uto Takoe Red Hat Identity Manager?

OCHOBHbIe BO3MOXHOCTU

CosgaHue eauHOro nosib30BaTesibCKOro NPOCTPaHCTBa

Single-Sign-On (SSO) aBTOpM3auunsa BHYTpY JOMeHa

CospgaHue nonb3oBaTeNbCKUX rpynn AN pasgeneHns ypoBHsS AocTyna
YnpasneHune nonutukamm SUDO

HasHauyeHue nonutuk ona naponeu

Bo3MOXHOCTb CMeHbI Napons nosfib3oBaTtensamu 6e3 nomoLm agMuHmMcTparTopa
AyTeHTudukaumsa c ncrnonb3osaHmem OTP TokeHoOB

OTKa30yCTOMYMBOCTbL: NOAOEPXKKA penfnnkaumm

WHTerpaunsa ¢ Microsoft Active Directory

MOMPIOMPAN\ES Q. redhat.



ApxutekTtypa Red Hat Identity Manager

OCHOBHbIe KOMMOHEHTbI (CepBepHas 4YacTb)

IdM SERVER

MoanucbiBaeMble cepTudmkaThl Ans

ayTeHTUduKauum -
CumMMeETpMYHasi KpUNTOCUCTEMA <--—=-=-=-----—— Kerberos KDC
BcTpoeHHbin DNS-cepsep aoooSio = DNS Server

CUWHXpOHU3aLMsA BpEMEHMN Ha

<= SR NTP Server
knuneHTax no npotokony NTP

____________ Certificate System

+—
00
— -
00
Directory Server
<+—
} X
>_

Command-Line
Tools

MHdopmaunsa o nonb3oBartensx,
rpynnax, cepsucax, nonmTukax

MOMPIOMPAN\ES Q. redhat‘



ApxutekTtypa Red Hat Identity Manager

OCHOBHbIe KOMMOHEHTbI (KNMEeHTCKaA YacTb)

IdM SERVER IdM CLIENT
Kerberos KDC <
0o SSSD
10
DNS Server — e
- i
Certmonger
Directory Server
- X e K
4 >_
Web Ul Command-Line

Tools

LLinto3 ayTeHTMdMKaLUnmM 1 NpoBepKn
NOEHTUUKALNOHHBIX AAHHbIX

MopkntoyeHne Kk cepsepy, NpoBepka u
0o6HOBNEHUE cepTudmrKaToB

MOMPIOMPAN\ES Q. redhat‘



CueHapuun ncnosnbo3oBaHusa ldentity Manager

OcHOBHbIe 3aga4u

e OpraHusaumsa LeHTparnmM3oBaHHOU CUCTEMbI ayTeHTU(UKaLUKN
e [Ipobnema B3anmopgenctems c Active Directory
e KoHTponb goctyna, nonutukn SUDO, kntoun SSH, automount v T.0.

e [IByxdpakTopHasi ayTeHTudmkauus

M"NT ‘ redhat
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

OpraHusaumsi LeHTpanM3oBaHHOMW CUCTEeMbI ayTeHTU(UKaL K

KoHconuaauuns nonb3oBaTesibCKUX YYETHbIX aHHbIX

PaanuyHble meToabl ayteHTudukaumm: Kerberos, LDAP, SSH- o

kntouun, OTP R S

SSO ansa npunoxeHun yepes Kerberos

SELinux ans ynpasneHust nonutnkamm 6esonacHocTu l | l
Linux Linux Linux
system system system

M"NT ‘ redhat
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CueHapuu ucnonb3soBaHua ldentity Manager

Opraﬂusauuﬂ Ll,eHTpa.ﬂM30BaHHOﬁ CUCTemMbl ayTeHTMd)VIKaLIMVI

RED HAT IDENTITY MANAGEMENT

Identity Policy

Authentication

Network Services IPA Server

& Administrator ¥

Monb3osarenn Y3nbl Cnyx6bl Groups ID Views Automember v RS AT BEnT LA
: ? Y Identi Polic Authentication Network Services IPA Server
[pynnel Nnosb3oBaTenen S 2 : ' <
5 Monb3osarenn Y3/l Cnyx6bl Groups 1D Views Automember v
rpynnsl yznoe b Q
Netgroups C Visasiins D o
o pynnoi rpynnbi ni y
3/1bl
) | ad_users 126200005
O | ad_users ext S Q Z O6HosuTs || Yz N
O | admins 126200000 Acc [J  Hostname Onucanue Enrolled
O | editors 126200002 0z i True
) | pausers Def 0O | gatemontlab True
RED HAT’ IDENTITY MANAGEMENT 0 | idm-replicamontlab True
i 0O | idm.mont.lab True
Identity Policy Authentication Network Servj O | satellitemontlab True
Shi 1to 5 of 5 entries.
Monb3oBaTeny Y3nbl Cnyx6bi Groups st B et i
Active users
Stage users Searct Q < O6HoBunTb =+ [lo6aButb | = Disable | + Enable | Actionsv
Preserved users [J ' Norux nonbsosatens = Umsa Damunnus Status uib SnexTp viagpec Tened v Homep | /[ CTb
0O | admin Administrator |« Bkarouero | 126200000
demouser Name Surname + BratoueHo 126200010 | demouser@mont.lab
U | holmes Sharlock = Holmes « Brarouero | 126200007  holmes@mont.lab
0O | misterx Mister X « Brnrouero | 126200001 misterx@mont.lab

10

Showing 1 to 4 of 4 entries,

M

GROUP OF COMPANIES

& Administrator v

+ [lo6aButb || Actions v

Q. redhat
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

OcHOBHbIe 3aga4u

e OpraHunsauma LeHTpanmM3oBaHHOM CUCTEMbI ayTEHTUdMKALNM
e [Ipo6nema B3anmogencrteus c Active Directory
e KoHTponb goctyna, nonutukn SUDO, kntoun SSH, automount v T.0.

e [IByxdpakTopHasi ayTeHTudmkauus

Q. redhat



CueHapuun ncnosnbo3oBaHusa ldentity Manager

UHTerpaumns c Active Directory

Mpsamasn | Henpsamas

Active Active Identity
Directory Directory Manager

A : h A

IR IR

Linux Linux
system system

Linux Linux Linux
system system system

M"NT ‘ redhat
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

MNMpamasa uHTerpaumsa c Active Directory

AD
— -
e YyeTHas 3anuck B AD
e YnpasneHue 6a3oBbIMU NpaBunammn sudo n automount
e CootetctBue AD SID n atpubytos POSIX
e [logaoepxka GPO ana HBAC peanunsosaHa B RHEL 7.1
e YnpaBneHue nonuTnkamm Yyepes KoHUrypaumoHHbIe
dannbl nnbo Satellite/Puppet
\ / y
i | e |
Windows Linux UNIX

13 M“NT @ rednat

oooooooooooooooo



14

CueHapuun ncnosnbo3oBaHusa ldentity Manager

Henpsamasa uHterpauumsa c Active Directory

PekomeHayembin BapuaHT

Hoctyn ansg none3oBatenen AD k cepsucam IdM
[loBepuTesibHble OTHOLWEHNA HA YPOBHE JOMEHOB Yepes

Kerberos

3oHa DNS n3 AD moxeT ObITb AgenernposaHa IdM nnto

Ao4vepHen
YnpaBsneHue nonutnkamm 4epes |[dM

AD

\\\__ , <_l IdM

L
o ) o |

Windows Linux UNIX

M“NT ‘ redhat
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CueHapuu ucnonb3soBaHua ldentity Manager

UuTterpauumsna c Active Directory

RED HAT IDENTITY MANAGEMENT

& Administrator v

Identity Policy Authentication Network Services IPA Server
Role Based Access Control v ID Ranges Realm Domains Trusts v Topology API Browser HacTpoiika
Trusts
,—‘ RED HAT" IDENTITY MANAGEMENT & Administrator v
Identity Policy Authentication Network Services IPA Server
Realm name

@ | Bemeiioc Role Based Access Control v ID Ranges Realm Domains Trusts v Topology API Browser Hacrpoiika

a emo.local

Showing 1 to 1 of 1 entries. Trusts » demo.local

- demo.local

RED HAT" IDENTITY MANAGEMENT rusted doma

Identity Policy Authentication Network Services

Trusted domains

2 O6Hoswte || B Yganure || =Disable || v Enable | | & Fetch domains

MNonb3oBarenn ¥Y3nbl Cnyx6bi Groups ID Views

= 2 d O Domain name Status Domain NetBIOS name Domain Security Identifier
pynnel NoAL30BaTENEN ad_users_ext =
(|] demo.local « BrnroueHo DEMO 5-1-5-21-2519176593-2246986734-45600760
0 S s o e Showing 1 to 1 of 1 entries.
User Group: ad_users_ext

ad_users_ext members: i

MNonbsosatenn Tpynnel nonbsosatenei External Settings

= O6HoBUTL nuts ||+ Jo6aButs

()  External member
O | linux admins@demo.local
[J  ikroshki@demo.local

Showing 1 to 2 of 2 entries.

15 M&NT @ rednat
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

OcHOBHbIe 3aga4u

e OpraHunsauma LeHTpanmM3oBaHHOM CUCTEMbI ayTEHTUdMKALNM
e [Ipobnema B3anmopgenctems c Active Directory
e KoHTponb pgoctyna, nonutuku SUDO, kntoumn SSH, automount u T1.n.

e [IByxdpakTopHasi ayTeHTudmkauus

Q. redhat
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

YnpaBneHue goctynom (Host Based Access Control)

Kakune nonb3oBaTenu un rpynnol

Kakune XOCTbl unm rpynnbsl XOCTOB

Cnocobbl goctyna: KoHcorb, ssh, sudo, ftp, sftp, n 1.4.
[MpaBuna NPpUMEHSATCSA Ha KInneHTe n KawmpytoTes (SSSD)
[MpaBuna npuMmeHumsbl K nonb3oatensam AD (B criydae
HEeNPSIMOW MHTErpauunn)

IdM
A
l ,,
Linux Linux Linux
system system system

Q. redhat



CueHapuu ucnonb3soBaHua ldentity Manager

YnpaBneHue goctynom (Host Based Access Control)

RED HAT IDENTITY MANAGEMENT

Identity Policy

Authentication

Network Services IPA Server

& Administrator v

Host Based Access Control v

SELinux User Maps

HBAC Rules

0|

Wmsa npasuna

allow_a

48|

ssh_for_all

sysadmin_webservers

Showing 1 to 3 of 3 entries.

Password Policies Kerberos Ticket Policy

Z O6HoeuTtb | T Yaanuts | = Jo6asutsh

Status Onucarive

Accessing

0 Ysnwm

Ipynnei y3nos

webservers

Host category the rule applies to: O Any Host (® Specified Hosts and Groups

v B;roueno W h O

User category the rule applies to: O Anyone (@ Specified Users and Groups

18

Via Service

Service category the rule applies to: O Any Service () Specified Services and Groups
[J  Cnyx6o

UJ sshd

[J  lpynnbi cepsucos

lMonbsosatenn

Ipynnbi nonb3osarenei
admins

sysadmins

admins

‘ GROUP OF COMPANIES

Q. redhat
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

YnpaBneHue SSH-knro4yamun

OTKprTbIl7I KITKOY XOCTa 3arpyxaetcs rnpu yctaHOBKE KIMMeHTa
o o IdM
lNonb3oBaTenb Takke MOXeT 3alrpy3nTb CBOUN OTKPbITbIN KI1tOY [
Digest

Ha |[dM Bpy4HYytO
[MpaBuna npumeHnMsbl K noneb3osaTtensam AD (B criyyae
HernpsaMoun nHTerpawumm) ‘ ‘

public key

M"NT ‘ redhat
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CueHapuu ncnonb3soBaHus ldentity Manager

YnpaBneHue SSH-kno4yamum

RED HAT IDENTITY MANAGEMENT

Identity Policy Authentication Network Services IPA Server
Monb3osarenu Y376l Cnyx6bl Groups ID Views Automember v
Yanei » clientl.montlab
Y3en: clientl.mont.lab
client].mont.lab is a member of: clienti.mont.ab is managed by:
Settings Tpynnsi yanos Netgroups Ponu HBAC Rules Sudo Rules Yani
Z 06mosuTs | | DRevert || LSave || Actions v
Host Settings Enrollment
Host name client1.mont.lab Kntou Kerberos + Kerberos

Principal alias
Ao6asuTs

Onucarue

20

host/clientl.mont.lab@MONT.LAB | Yaanuts

Opropasossiii A One-Time-

napons

Ceptudukar y3na

OTkpbiTbIE

knroum SSH

SHA256:r1TQqyYgyObxu+xi3CdfCTcyop83z/+i4HMjSQ3ZhpE (ssh-rsa)
Show/Set key || Yaanuts

SHA256:19FeW+qgJKwcewYnudP5YLgOGhclrUkOeadQGAIpmSvE
(ecdsa-sha2-nistp256) | Show/Set key || Yaanuts

SHA256:4IMUZLw)2VuZVhzq/E3ANSTWLMysfgQma0GLJE37rM8 (ssh-
ed25519) | Show/Set key || Yganuts

HAoGasutb

Certificates Jo6aswTs

‘ GROUP OF COMPANIES

Q. redhat
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

YnpasneHue npasamu SUDO

When (default)

Why

Operations
Expected traffic

Configuration
option

Kakue nonb3oBatenu
Kakue komaHab! unm rpynnbl KOMaHz,
Ha kakmx xocTtax unu rpyrnnax XoCToB MOTyT BbIMOMHATb ——
[MpaBuna NPUMEHATCSA Ha KNNeHTe n kawmpytoTes (SSSD)

[MpaBuna npumeHumsbl K none3osartensam AD (B criydae l
HenpsIMoOW MHTEerpaumnn)

Full refresh

every 6 hours

or when a rule is
deleted from the
cache

keep the cache
consistent

insert, delete
large

Idap_sudo_full_
refresh_interval

Smart refresh
every 15 minutes

store new rules

insert, modify
small

Idap_sudo_smart_
refresh_interval

IdM
1
‘ 1
Linux Linux Linux
system system system
Rules refresh (e r— Yroal e
when user runs “ABC” “KLM” “xyz”

SUDO, rules expire / I
after 90 minutes ~

do not grant user
more privilege

modify, delete
small

entry_cache_sudo_
timeout

MOMPIOMPAN\ES Q. redhat.



CueHapuun ncnosnbo3oBaHusa ldentity Manager

SELinux cooTBeTCTBME NONIb30OBaTenen

IdM
e [lo3BonsAOT Nofb3oBaTENSAM Ha pa3HbIX XOCTax NMETb

pasHbln KOHTEKCT SELinux

e [IpaBnna NpUMEHSAOTCSH Ha KNneHTe n KawmpyroTea (SSSD) 1 l 1
e [IpaBuna npumeHnmbl Kk nonb3osaTtenam AD (B crnyyae , , _
HenpsMon nHTerpaumm) Linux Linux Linux
system system system

Suber

Unprivileged/: - Privileged | ' privileged
|
~a

M"NT ‘ redhat

oooooooooooooooo



CueHapuu ucnonb3soBaHua ldentity Manager

YnpaBneHue npasamu SUDO

RED HAT' IDENTITY MANAGEMENT

Identity Policy

Authentication

& Administrator v

Host Based Access Control v

Sudo Rules

)

Wwma npasuna

O

sysadmin_sudo

(]

webadmin_sudo

Showing 1 to 2 of 2 entries.

23

Network Services

SELinux User Maps

RED HAT' IDENTITY MANAGEMENT
Identity Policy

Host Based Access Control v

Sudo Commands

Q

[J  Sudo Command

O | tusr/bin/systemct restart httpd

O | tusr/bin/systemcd s

t httpd

Showing 1 to 2 of 2 entries.

IPA Server

Password Policies

Authentication

Sudo v

Kerberos Ticket Policy

& Administrator v

Network Services IPA Server

SELinux User Maps Password Policies Kerberos Ticket Policy

= O6HoBuUTL | [ Yaanuts |+ [lo6asuth

Onucanne

MQKMPIOMPANFES Q red h at.
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

OcHOBHbIe 3aga4u

e OpraHunsauma LeHTpanmM3oBaHHOM CUCTEMbI ayTEHTUdMKALNM
e [Ipobnema B3anmopgenctems c Active Directory
e KoHTponb goctyna, nonutukn SUDO, kntoun SSH, automount v T.0.

e [IByxdbakTopHas ayTeHTUdMKaumua

Q. redhat
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CueHapuun ncnosnbo3oBaHusa ldentity Manager

OByxdakTopHasa ayTeHTUMKauma ¢ ncnonob3osaHuem OTP

e HaTtmBHada noggepxkka
o Yubikey, FreeOTP, Google
authenticator
o Cosmectumoctb ¢ HOTP/TOTP

o UYepes LDAP unu Kerberos -}
e [lpokcu yepes RADIUS

o Jloboe pelueHne ¢ noaaep>KKou

IdM -~ OoTP
server

Linux Linux
RADIUS system system
o PaboTtaeT Tonbko Yepes Kerberos y ! ‘
- ~a @

| External ‘

Q. redhat



CueHapuun ncnosnbo3oBaHusa ldentity Manager

OByxdakTopHasa ayTeHTUMKauma ¢ ncnonob3osaHuem OTP

uTC

Kerberos principal expiration

Login shell /bin/sh

Home directory /home/imalkir

SSH public keys Add
RED HAT IDENTITY MANAGEMENT PR
Identity Policy Authentication Network Services IPA Server -
) Passwor d
Certificates OTP Tokens RADIUS Servers (J RADIUS
[ Two factor authentication (password + OTP)

OTP Tokens

MQKMPIOMPAN}ES Q. red h at.



CueHapuun ncnosnbo3oBaHusa ldentity Manager

OByxdakTopHasa ayTeHTUMKauma ¢ ncnonob3osaHuem OTP

® Frecotp

89221377

Company Zero ]
2392f4df-d433-4017-b61c-3fd121b02f11

57408359 v
\

Company One
ea5e475f-2e5e-4cc7-9585-4eb3b12419b0

RED HAT® IDENTITY MANAGEMENT

259452 >
]

Company Two
bf035b12-409f-41b0-b07d-c23c89a3277e

Sync OTP Token

51692976

Company Three
c3e9419c-315a-4e86-83f5-16fcfad9060

L - =

27 MONT ‘ redhat
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BoamoxHocTn Red Hat Identity Manager

BcTpoeHHbin DNS-cepBep

RED HAT IDENTITY MANAGEMENT

Identity Policy Authentication Network Services

|PA Server
Automount DNS v

RED HAT IDENTITY MANAGEMENT

30HbI DNS

Identity Policy Authentication Network Services IPA Server [seort aj

< O6HoBUTL
0 Vmsa sons

Status
Automount DNS v 0O | 0.0.10.in-addr.arpa. ¥ Bxarouero
e — O | montlab. + BxntoueHo
P 3onei DNS Showing 1 to 2 of 2 entries.
adCroJ10X¢ DNS Forward Zones MpOBaHMﬂ
- DNS Servers
Add DNS Resource Record
DNS Global Configuration
[J | Pacnonoxetm.
O | defaul

Record name *
Showing 1 to 1 of 1 entries.

Record Type

IP Address *
Create reverse @

* Required field

[lo6asute || Add and Add Another

[Do6asuTb 1 pegakTuposats

OTmenuTe

MQMPIOMPANIES Q. red h at.



BoamoxHocTn Red Hat Identity Manager

NMoapepxka pennukaumm

IdM SERVER IdM SERVER 2 (REPLICA)

Data
Replication Agreements > Directory Server

Certificate ﬁ
Replication Agreements
— ] "
Certificate System

Directory Server

(o

Certificate System

e He 6onee 60 pennuk ans ogHoro [dM-gomena
e He mMeHee OByx, HO He Bonee YeTblpex cornaweHnn pennukauum Ha [dM-cepsep

https://access.redhat.com/documentation/en-US/Red Hat Enterprise Linux/7/html/Linux Domain Identity Authenticatio
n_and Policy Guide/replica-considerations.html

MQKMPIOMPAN}ES Q. red h at.


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Linux_Domain_Identity_Authentication_and_Policy_Guide/replica-considerations.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Linux_Domain_Identity_Authentication_and_Policy_Guide/replica-considerations.html

BoamoxHocTn Red Hat Identity Manager

Moppepxka pennukaumm

Server 1 Server 2

Server 1

Server 2

31
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BoamoxHocTn Red Hat Identity Manager

NMoapepxka pennukaummn

RED HAT IDENTITY MANAGEMENT

& Administrator v

Identity Policy Authentication Network Services IPA Server
Role Based Access Control v ID Ranges Realm Domains Trusts v Topology API Browser Hactpoiika
IPA Servers
Topology suffixes
IPA Servers > Search Q Z O6HoBUTL
Server Roles [J  Server name Min domain level Max domain level Managed suffixes
Domain Level O dm-replica.mont.lab 0 1 domain, ca

Topology Graph £l | fdmimontib (B RED HAT IDENTITY MANAGEMENT

IRALocations Showing 1 to 2 of 2 entries.

Identity Policy Authentication Network Services IPA Server

Role Based Access Control v ID Ranges Realm Domains Trusts v Topology

Topology Graph

Topology suffixes
IPA Servers Z O6HoBuTh | *+ [Jo6asutb | W Yganurs
Server Roles

ca

Domain Level

Topology Graph > o
IPA Locations M-,’_,————;.
‘% idm-replica

idm

‘ GROUP OF COMPANIES

Q. redhat



BoamoxHocTn Red Hat Identity Manager

UHTerpaumsa c Red Hat Satellite

< C | @ Secure | https://satmont.ab/aut

auth_:

RED HAT SATELLITE Red Hat Access v [l Administrator

Any Context v Monitor v Content v Containers v

Hosts v Configure v Infrastructure v Red Hat Insights v Administer v

LDAP Authentication

Account Attribute mappings Lo

cations  Organizations
Name*  [dmmontiab RED HAT SATELLITE Red Hat Access v [l Administrator v
Any Context v Monitor v Content v Containers v Hosts v Configure v Infrastructure v Red Hat Insights v Administer v
Server * idm.mont.lab
Users
LDAPS
Port * 389
Username Surname Email address Administrator Last login time Authorized by Actions
* celPA v
Server type Freel adm Administrator admin@internal v 8 minutes ago INTERNAL Delete
malkin v LDAP-idm.mont.lab Delete
RED HAT SATELLITE holme: LDAP-idm.mont.lab Delete
adm Admin User root@mont.lab v 3 months ago INTERNAL Delete
API User ont.lab v 3 months ago INTERNAL Delete
LDAP Authentication
Displaying all 5 entries

New LDAP Source | ® Documentation

Automatically create accounts in Satellite LDAPS

Name Server Actions
cm.mon

it.lab idmmentlab | v Delete

M NT ‘ redhat
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BoamoxHocTtn Red Hat Identity Manager

UHTerpaumnsa c Red Hat Virtualization

RED HAT VIRTUALIZATION

RED HAT VIRTUALIZATION

system
xpand All Collapse All
Username imalkin ® User Group
S e Search Namespace:
Data Centers
Password - idm01.srv.local (idm01.srv v de=srv,dc=local v
v [EMONT-01
< _ »> Storage
Profile idm01.s 8 i First Name Last Name User Name
» 4 Networks
Administrator admin
_ Templates
Dmitr Sevostyanov dsevos!
» (@Clusters o ty ty
) Vadim Zharoy vzharov
v AExternal Providers
) Igor Kroshkin ikroshki
) Satellite
- Openshift Administrator openshift-adm
RED HAT VIRTUALIZATION Astakhov aasiakhay
e N T Y
Catling ncatling
Dashboard | Data Centers | Clusters Networks | Storage Virtual Machines Templates | Volumes Test e tontl v
System d Add
Expand All Collapse All ® User Group
v @ System First Name Last Name User Name Authorization provider Namespace E-mail R e =
o and Close | Close
v B Data Centers & admin admin internal-authz %
v @ MONT-01 & Alexander Safonov asafonov idm01.srv.local de=srv dc=local asafonov@srv.local
» (@ Storage & Dmiry Sevostyanov dsevosty idm01 srvlocal de=srv,de=local dsevosty@oscp local
» <. Networks & Dmitry Ivanyuk divanyuk idm01.srv.local de=srv,dc=local divanyuk@srv.local
Templates & lgor Kroshkin ikroshki idm01.srvlocal de=srv,dc=local ikroshki@srv.local
> QCIusters & lgor Malkin imalkin idm01.srv.local de=srv,dc=local imalkin@srv.local
v d@Extemal Providers & lgor Buday ibuday idm01 srvlocal de=stv,de=local ibuday@srv.local
) Satellite & User Dummy rhv-dummyuser idm01.srv.local de=srv,dc=local rhv-dummyuser@srv.local
divCenter & Vadim Zharov vzharov idm01.srvlocal de=srv,dc=local vzharov@srv.local
@ Errata
& Active User Sessions
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Noapepxka Unix-KnueHToB
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[Moonepxka UNIX-knnueHTOoB

e Solaris 6/7/8/9/10
e HP-UX11.0

e HP-UX11iv.1and 2
e AIX5.1

o AIX5.2

o AIX5.3

https://www.freeipa.org/page/HowTos

https://www.freeipa.org/page/ConfiguringUnixClients

Q. redhat


https://www.freeipa.org/page/HowTos
https://www.freeipa.org/page/ConfiguringUnixClients

YcTaHOBKa U peructpaums KnMeHToB

R .



YctaHoBka Red Hat Identity Manager

CucremHble TpeboBaHuA

e OC Red Hat Enterprise Linux 6.2 u Bbiwe ans sepcun IdM 3.0

e OC Red Hat Enterprise Linux 7 gna sepcun IdM 4.x

e 26 O3Y n1I'b swap - He 6bonee 10 000 nonb3osatenen 1 100 rpynn

e 16I'b O3Y un 4I'b swap - He 6onee 100 000 nonb3oBatenen 1 50 000 rpynn

e Cyuwectsywwasa DNS-3annce Ha cepBepe (nmbo /etc/hosts)
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YctaHoBka Red Hat Identity Manager

TpeboBaHusA - CIMCOK NOPTOB

e HTTP/HTTPS
o tcp: 80,443
o« LDAP/LDAPS
o tcp: 389,636
o Kerberos
o tcp/udp: 88,464
« DNS
o tcp/udp: 53
e NTP
o udp: 123
o [Joctyn k Web GUI cepBepa 4epes bpaysep
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Q. redhat


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Linux_Domain_Identity_Authentication_and_Policy_Guide/installing-ipa.html

YctaHoBka Red Hat Identity Manager

MpepBapuTenbHas HacTpoKka

e Hactponka npasun nakeTHon ounbTpaumm
o #firewall-cmd --permanent --add-service=freeipa-ldap
o #firewall-cmd --reload

o [logkntoyeHne nognmuckn Red Hat Enterprise Linux
o #susbcription-manager register
o {#subscription-manager list --all --available
o #subscription-manager attach --pool= pool id

o #subscription-manager list --consumed

° I'Io,u,Kmoqume HeO6XO,£I,I/IMbIX peno3ntTopmneB
o #subscription-manager repos —--disable “*”

o #subscription-manager repos —--enable=rhel-7-server-rpms
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YctaHoBka Red Hat Identity Manager

MpepBapuTenbHas HacTpoKka

e YCTaHOBKa KOoppekTHoro hostname
o # hostnamectl set-hostname server.example.com

o [lpoBepka nMeHu cepsepa
o # hostname

server.example.com

o [lpoBepka koHPpuUrypaumm DNS-cepepa
o #dig +short server.example.com A
192.0.2.1

o #cat /etc/hosts

192.0.2.1 server.example.com server
127.0.0.1 localhost.localdomain localhost
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YctaHoBka Red Hat Identity Manager

Mpoueaypa ycTaHOBKU CepBEPHOMN YacTu

e YCTaHOBKa HeobXxoauMbIX NakeToB (BapmaHT 6e3 BcTpoeHHoro DNS-cepsep)

o # yum install ipa-server

e YCTaHOBKa HeOOX0OMMbIX NakeToB (BapmaHT co BCTpoeHHbIM DNS-cepsepom n AD-trust)

o # yum install ipa-server ipa-server-dns ipa-server-trust-ad

° 3anyc:|< YCTaHOBOYHOIO CKpuUnTa
o # ipa-server-install --setup-dns --mkhomedir

https://access.redhat.com/documentation/en-US/Red Hat Enterprise Linux/7/html/Linux Domain Identity
Authentication and Policy Guide/install-server.html
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Linux_Domain_Identity_Authentication_and_Policy_Guide/install-server.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Linux_Domain_Identity_Authentication_and_Policy_Guide/install-server.html

PeFI/ICTpaLI,I/IFI KITMEHTCKNX CUCTEM

Mpoueaypa perucTpauunm KNneHTa

e YcTaHOBKa HEOOXOAMMBbIX NMAKETOB ANS PErMcTpaunm KnmeHTa

o # yum install ipa-client

e YcTaHoBKa naketa ang ynpasnenus [dM ¢ knneHTckon cuctemsl
o # yum install ipa-admintools

e 3anyck ycTaHOBOYHOrO ckpunTta

o # ipa-client-install --server server.example.com \
-—domain example.com \

-—enable-dns-updates
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PeFI/ICTpaLI,I/IFI KITMEHTCKNX CUCTEM

ABTOMaTM4yecKasa permctpauumsa KnmeHta ¢ ucnonb3oaHmem Red Hat Satellite

RED HAT SATELLITE

Mont-LLC v Monitor v Content v

Job invocation

Job category *
Job template *
Bookmark

Search query

Resolves to

action

package

Schedule

44 Red Hat products

Containers v Hosts v Configure v
Packages

Package Action - SSH Default

name = gat

pa-client

> Display advanced fieids

® Execute now Schedule future execution

Infrastructure v

Set up recurring execution

RED HAT SATELLITE

Mont-LLC v Monitor v Content v

Containers v Hosts v Infrastructure v

Job invocation

Job category *
Job template *
Bookmark

Search query

Resolves to

command *

Schedule

Configure v

Commands

Run Command - SSH Default

name = gate.mont.lab

1hosts| 2 || ®

pa-client-install --s

rver.example.com \

-domain example.

—enable-dr

® Execute now Schedule future execution

MQKMPIOMPAMES Q red h at.

Set up recurring execution

Red Hat Insights v



YctaHoBka Red Hat Identity Manager

NMpoBepka paboToCNOCOOHOCTM (HA CTOPOHE KNMEeHTAa)

o AyTeHTudukaumna yyeTHown 3anucu admin yepes Kerberos
o # kinit admin
o # klist
Ticket cache: KEYRING:persistent:0:0
Default principal: admin@MONT.LAB
Valid starting Expires Service principal

07/18/2017 14:36:33 07/19/2017 14:36:30 krbtgt/MONT.LAB@MONT.LAB

o BbiBoag nHdopmauum 06 akkayHTe ans nposepkn SSSD
o # id admin

uid=574200000 (admin) gid=574200000 (admins) groups=574200000 (admins),
574200010 (rhvadmins) , 574200008 (satusers)
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3aKknr4veHue
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Red Hat Identity Manager

3aknro4yeHue

NHTerpnpoBaHHas ayTeHTUdMKaLNSA U KOHTPOMb AOCTYNa ANsi NoNb30oBaTeren, XOCTOB U CepBUCOB — 6e3

AOMNONHUTEeNbLHOM NnaTbl ¢ Kaxaon nognuckon Ha RHEL
LlenoctHoe n 3akoH4yeHHOe |dM peweHne anga Linux/Unix cuctem
Baanmogencrtaue ¢ gomeHamu Microsoft Active Directory

PeweHne, oCHOBaHHOE Ha CTaHAAPTHbIX, OOLLEN3BECTHBIX TEXHOMNOIMMAX
[MpocToe n npo3payHoe BHeapeHme

['MbBkue npaBuna orpaHMYeHnsa gocTyna

[o 60 cepBepoB 1 pennuKk, HeorpaHMYEHHOE YNCIO KNUEHTOB

MOMPIOMPAN\ES Q. redhat.



[lokymeHTauus

https://access.redhat.com/documentation/en-US/Red Hat Enterprise Linux/7/html/Linux Domain Id

entity Authentication and Policy Guide/introduction.html

http://rhelblog.redhat.com/tag/idm/

http://www.freeipa.org/page/Main_Page

https://access.redhat.com/products/identity-management

MQ(MPIOMPAMES Q red h at.


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Linux_Domain_Identity_Authentication_and_Policy_Guide/introduction.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Linux_Domain_Identity_Authentication_and_Policy_Guide/introduction.html
http://rhelblog.redhat.com/tag/idm/
http://www.freeipa.org/page/Main_Page
https://access.redhat.com/products/identity-management

BOIMPOCDI?

8+ plus.google.com/+RedHat f facebook.com/redhatinc
in linkedin.com/company/red-hat ¥ twitter.com/RedHatNews

You

youtube.com/user/RedHatVideos




